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£27,000,000,000



 
£27billion is a big number and is what the UK government estimates 
as the annual cost of cybercrime to individuals and businesses1. The global 
cost is estimated at $300billion to $1trillion2. Global revenues from cybercrime 
in 2011 were estimated at $12.5Billion dollars3.  
 
The point is cybercrime is a big business and a big problem. Hackers are well 
funded and well organised. What started 40 years ago as a means for nerds to 
gain kudos from one another is now a big business with the mafia 
professionalising what was a previously disorganised group.  
 
With so much to gain, if you’re a hacker working in a billion dollar business, 
you’re going to make sure you reach your victims, so you test your malware 
against common security products to make sure it will get through. That’s why 
Anti Virus software and firewalls alone will not make you invulnerable.  
 
So let us to show you the 5 things, easiest first, you can do to better protect 
you business. 
!
1. https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/60943/the-cost-of-cyber-crime-full-report.pdf 
2. www.mcafee.com/uk/resources/reports/rp-economic-impact-cybercrime.pdf 
3. www.group-ib.com/index.php/7-novosti/630-russian-speaking-cybercriminals-earned-45-billion-in-2011-researchers-estimate   



Train your staff1



!
The best means of attack is through social engineering and hackers look to 
trick us to download their code.  
!
Your staff need to understand the risks they face so they take the threat 
seriously. They need to know how they can be attacked so they can spot 
attempted attacks and know how to deal with them. 
!
To help you do this, you can download our free cyber crime training pack 
based on our own in-house security induction training you can use to 
bring you and your staff up-to-speed.  
!

DOWNLOAD 
YOUR FREE 
TRAINING 

PACK 

http://trac.stellarise.com/assets/download_cyber_crime_training_pack.html


My grandmother 
Ethel paid £39 for a 

blue rinse!

Use passphrases to create your passwords2



!
Mrs Sugden knew a thing or two about the power of changing hair colour. 
But she may not have realised its part in cyber-security.  
!
A strong password should have a minimum password length of 12 to 14 
characters, include lowercase and uppercase alphabetic characters, 
numbers and symbols and be randomly generated. However, this makes 
for a password that is very difficult to remember.  
!
As an alternative, passphrases or passphrase derived passwords are easy 
to remember, whilst remaining difficult to crack.  The phrase 

!
My grandmother Ethel paid £39 for a blue rinse! 

!
Becomes the passphrase MygrandmotherEthelpaid£39forabluerinse! or if 
this is too long, the password MgEp£39fabr! using the first letters of each 
word.  
!
When you need to change the password, change a word in the passphrase: 
!

My grandmother Ethel paid £39 for a pink rinse! 
My uncle Bert paid £39 for a blue rinse! 

My grandmother Ethel paid £32 for a blue rinse! 
!

The more interesting you make the phrase, the easier it is to remember. 



Ditch Windows XP3



!!
It’s been around for more than a decade but with Microsoft stopping the 
release of security patches for Windows XP back in April 2014, now really 
is the time to ditch Windows XP for good and move on to something that is 
more secure and supported.  
!
The 16% desktop Operating System market share that XP still holds is 
going to attract criminals like moths to a flame so expect an increase in the 
number of Windows XP exploits that are found from which you won’t be 
protected. 
!
!
!
!
!
!
!
If you really can’t get rid of it, block off any computers using Windows XP 
from the internet with your firewall.  
!
! Click to Talk 

 
We’re here to help 



Block outbound traffic on your firewall4



!!
You’ve already got a firewall to protect your network from incoming traffic 
(haven’t you?).  
!
To reduce the chances of data leaking from your network in the event it is 
compromised, allow outbound internet access on known safe ports only.  
!
This is because malware often communicates to command and control 
servers on non-standard ports. Blocking these can help limit the damage if 
you are compromised. Click to download our list of recommended 
outbound ports cheat sheet below.   
!
!
!
!
! DOWNLOAD 

OUR PORT 
CHEAT  
SHEET 

http://trac.stellarise.com/assets/download_port_cheat_sheet.html


Regularly patch your systems5



!!
Hackers look for vulnerabilities in commonly used software. The most 
obvious of these is the operating system, with Windows being the prime 
target because of it’s huge installed base. But other widely used software 
such as Adobe Reader, Adobe Flash, Java, Firefox and Chrome are also 
targets.  
!
You should make it a priority to regularly update your software on your 
computers. Turn on automatic updates and encourage your staff to keep 
these turned on and check that machines are up-to-date. Ideally this 
should be automated. Unfortunately there is a small risk that patching can 
make previously working systems stop working - for this you need to 
remove problem patches.  
!
Stellarise can automate patching across your computers so it is scheduled 
to happen at the least disruptive time, monitored so you know it has 
happened and you can stay compliant, filtered to remove patches you 
don’t want and includes 3rd party support for common problem 
applications.  
!
!
!
!

Click to Talk 

 
We’re here to help 



Talk to us6



!!
Rate this content and help Stellarise 
improve. 
!
!
!
!
!
!
!
!
!
!

We want to create great content for you (not for us), so we’d like to hear what 
you thought of this guide!  
!
Just click on the image to let us know how you’re feeling and give us your 
feedback in a matter of seconds.

http://trac.stellarise.com/assets/happy_access.html
http://trac.stellarise.com/assets/neutral_access.html
http://trac.stellarise.com/assets/sad_access.html


!!
Like what you read? Then share with 
your friends.  
!
!
!
!
!
!
!
!
!
!

http://twitter.com/intent/tweet?text=Protect%20your%20business%20from%20cyber-crime%20in%205%20steps:%20http://trac.stellarise.com/assets/5-things-prez.pdf
http://www.facebook.com/sharer/sharer.php?u=http://trac.stellarise.com/assets/5-things-you-can-do-to-protect-your-business-from-cyber-crime.pdf
http://www.linkedin.com/shareArticle?mini=true&url=http://trac.stellarise.com/assets/5-things-you-can-do-to-protect-your-business-from-cyber-crime.pdf


!!
Stellarise are a complete outsourced IT team for growing businesses that 
want to maximise the way their IT supports them. 
!
Of course we keep your network, servers and systems humming sweetly, 
but what gets us really excited is helping our clients work productively 
wherever they are. Or delivering realtime sales performance data to the 
CEO’s iPhone. Or allowing customers to book appointments online by 
opening up existing systems. 
!
!
!
!
!
!
!
!
!
!

!
!
!

support | disaster recovery | custom development | custom hosting 

Click to Talk 

 
We’re here to help 


